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Disclaimer

Kontron would like to point out that the information contained in this user guide may be subject to alteration,
particularly as a result of the constant upgrading of Kontron products. This document does not entail any guarantee on
the part of Kontron with respect to technical processes described in the user guide or any product characteristics set
out in the user guide. Kontron assumes no responsibility or liability for the use of the described product(s), conveys no
license or title under any patent, copyright or mask work rights to these products and makes no representations or
warranties that these products are free from patent, copyright or mask work right infringement unless otherwise
specified. Applications that are described in this user guide are for illustration purposes only. Kontron makes no
representation or warranty that such application will be suitable for the specified use without further testing or
modification. Kontron expressly informs the user that this user guide only contains a general description of processes
and instructions which may not be applicable in every individual case. In cases of doubt, please contact Kontron.

This user guide is protected by copyright. All rights are reserved by Kontron. No part of this document may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language or computer
language, in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), without the
express written permission of Kontron. Kontron points out that the information contained in this user guide is
constantly being updated in line with the technical alterations and improvements made by Kontron to the products and
thus this user guide only reflects the technical status of the products by Kontron at the time of publishing.

Brand and product names are trademarks or registered trademarks of their respective owners.

©2021 by Kontron S&T AG

Kontron S&T AG

Gutenbergstrafie 2
85737 Ismaning
Germany
www.kontron.com
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Intended Use

THIS DEVICE AND ASSOCIATED SOFTWARE ARE NOT DESIGNED, MANUFACTURED OR INTENDED FOR USE
OR RESALE FOR THE OPERATION OF NUCLEAR FACILITIES, THE NAVIGATION, CONTROL OR
COMMUNICATION SYSTEMS FOR AIRCRAFT OR OTHER TRANSPORTATION, AIR TRAFFIC CONTROL, LIFE
SUPPORT OR LIFE SUSTAINING APPLICATIONS, WEAPONS SYSTEMS, OR ANY OTHER APPLICATION IN A
HAZARDOUS ENVIRONMENT, OR REQUIRING FAIL-SAFE PERFORMANCE, OR IN WHICH THE FAILURE OF
PRODUCTS COULD LEAD DIRECTLY TO DEATH, PERSONAL INJURY, OR SEVERE PHYSICAL OR
ENVIRONMENTAL DAMAGE (COLLECTIVELY, "HIGH RISK APPLICATIONS").

You understand and agree that your use of Kontron devices as a component in High Risk Applications is entirely at
your risk. To minimize the risks associated with your products and applications, you should provide adequate design
and operating safeguards. You are solely responsible for compliance with all legal, regulatory, safety, and security
related requirements concerning your products. You are responsible to ensure that your systems (and any Kontron
hardware or software components incorporated in your systems) meet all applicable requirements. Unless otherwise
stated in the product documentation, the Kontron device is not provided with error-tolerance capabilities and cannot
therefore be deemed as being engineered, manufactured or setup to be compliant for implementation or for resale as
device in High Risk Applications. All application and safety related information in this document (including application
descriptions, suggested safety measures, suggested Kontron products, and other materials) is provided for reference
only.
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Revision History

Revision Brief Description of Changes Date of Issue Author/
Editor
0.A Initial Issue in English 2019-0ctober-01 GUGMA
0.B Feature documentation updated 2020-April-03 EHRDA
0.C Integration of QIWI Toolkit 2021-April-20 LAMRO

Terms and Conditions

Kontron warrants products in accordance with defined regional warranty periods. For more information about
warranty compliance and conformity, and the warranty period in your region, visit https://www.kontron.com/terms-
and-conditions.

Kontron sells products worldwide and declares regional General Terms & Conditions of Sale, and Purchase Order Terms
& Conditions. Visit https://www.kontron.com/terms-and-conditions.

For contact information, refer to the corporate offices contact information on the last page of this user guide or visit
our website CONTACT US.

Customer Support

Find Kontron contacts by visiting:
https://www.kontron.com/support-and-services/kontron-europe-and-asia/support/contact-support.

Customer Service

As a trusted technology innovator and global solutions provider, Kontron extends its embedded market strengths into
a services portfolio allowing companies to break the barriers of traditional product lifecycles. Proven product expertise
coupled with collaborative and highly-experienced support enables Kontron to provide exceptional peace of mind to
build and maintain successful products.

For more details on Kontron's service offerings such as: enhanced repair services, extended warranty, Kontron training
academy, and more visit https://www.kontron.com/support-and-services/kontron-europe-and-asia/services.

Customer Comments

If you have any difficulties using this user guide, discover an error, or just want to provide some feedback, contact
Kontron support. Detail any errors you find. We will correct the errors or problems as soon as possible and post the
revised user guide on our website.
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The following symbols may be used in this user guide

ADANGER

=
S
=
m

ACAUTION

vY BB BB

www.kontron.com

DANGER indicates a hazardous situation which, if not avoided,
will result in death or serious injury.

WARNING indicates a hazardous situation which, if not avoided,
could result in death or serious injury.

NOTICE indicates a property damage message.

CAUTION indicates a hazardous situation which, if not avoided,
may result in minor or moderate injury.

Electric Shock!

This symbol and title warn of hazards due to electrical shocks (> 60 V) when touching
products or parts of products. Failure to observe the precautions indicated and/or prescribed
by the law may endanger your life/health and/or result in damage to your material.

ESD Sensitive Device!

This symbol and title inform that the electronic boards and their components are sensitive to
static electricity. Care must therefore be taken during all handling operations and inspections
of this product in order to ensure product integrity at all times.

HOT Surface!
Do NOT touch! Allow to cool before servicing.

Laser!

This symbol inform of the risk of exposure to laser beam and light emitting devices (LEDs)
from an electrical device. Eye protection per manufacturer notice shall review before
servicing.

This symbol indicates general information about the product and the user guide.

This symbol also indicates detail information about the specific product configuration.

This symbol precedes helpful hints and tips for daily use.
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For Your Safety

Your new Kontron product was developed and tested carefully to provide all features necessary to ensure its
compliance with electrical safety requirements. It was also designed for a long fault-free life. However, the life
expectancy of your product can be drastically reduced by improper treatment during unpacking and installation.
Therefore, in the interest of your own safety and of the correct operation of your new Kontron product, you are
requested to conform with the following guidelines.

High Voltage Safety Instructions

As a precaution and in case of danger, the power connector must be easily accessible. The power connector is the
product's main disconnect device.

ACAUTION

ACAUTION

Warning
All operations on this product must be carried out by sufficiently skilled personnel only.

Electric Shock!

Before installing a non hot-swappable Kontron product into a system always ensure that
your mains power is switched off. This also applies to the installation of piggybacks. Serious
electrical shock hazards can exist during all installation, repair, and maintenance operations
on this product. Therefore, always unplug the power cable and any other cables which
provide external voltages before performing any work on this product.

Earth ground connection to vehicle's chassis or a central grounding point shall remain
connected. The earth ground cable shall be the last cable to be disconnected or the first
cable to be connected when performing installation or removal procedures on this product.

Special Handling and Unpacking Instruction

NOTICE

ESD Sensitive Device!

Electronic boards and their components are sensitive to static electricity. Therefore, care
must be taken during all handling operations and inspections of this product, in order to
ensure product integrity at all times.

Do not handle this product out of its protective enclosure while it is not used for operational purposes unless it is

otherwise protected.

Whenever possible, unpack or pack this product only at EOS/ESD safe work stations. Where a safe work station is not
guaranteed, it is important for the user to be electrically discharged before touching the product with his/her hands
or tools. This is most easily done by touching a metal part of your system housing.

It is particularly important to observe standard anti-static precautions when changing piggybacks, ROM devices,
jumper settings etc. If the product contains batteries for RTC or memory backup, ensure that the product is not placed
on conductive surfaces, including anti-static plastics or sponges. They can cause short circuits and damage the
batteries or conductive circuits on the product.

www.kontron.com


http://www.kontron.com/

System Manual with QIWI Toolkit for Web-, Control-Panel & Control-Unit Products - Rev. 0.C
Lithium Battery Precautions

If your product is equipped with a lithium battery, take the following precautions when replacing the battery.

ACAUTION Danger of explosion if the battery is replaced incorrectly.
Replace only with same or equivalent battery type recommended by the manufacturer.
Dispose of used batteries according to the manufacturer's instructions.

General Instructions on Usage

In order to maintain Kontron's product warranty, this product must not be altered or modified in any way. Changes or
modifications to the product, that are not explicitly approved by Kontron and described in this user guide or received
from Kontron Support as a special handling instruction, will void your warranty.

This product should only be installed in or connected to systems that fulfill all necessary technical and specific
environmental requirements. This also applies to the operational temperature range of the specific board version
that must not be exceeded. If batteries are present, their temperature restrictions must be taken into account.

In performing all necessary installation and application operations, only follow the instructions supplied by the
present user guide.

Keep all the original packaging material for future storage or warranty shipments. If it is necessary to store or ship
the product then re-pack it in the same manner as it was delivered.

Special care is necessary when handling or unpacking the product. See Special Handling and Unpacking Instruction.

Quality and Environmental Management

Kontron aims to deliver reliable high-end products designed and built for quality, and aims to complying with
environmental laws, regulations, and other environmentally oriented requirements. For more information regarding
Kontron's quality and environmental responsibilities, visit https://www.kontron.com/about-kontron/corporate-
responsibility/quality-management.

Disposal and Recycling

Kontron's products are manufactured to satisfy environmental protection requirements where possible. Many of the
components used are capable of being recycled. Final disposal of this product after its service life must be
accomplished in accordance with applicable country, state, or local laws or regulations.

WEEE Compliance

The Waste Electrical and Electronic Equipment (WEEE) Directive aims to:

Reduce waste arising from electrical and electronic equipment (EEE)

Make producers of EEE responsible for the environmental impact of their products, especially when the product
become waste

Encourage separate collection and subsequent treatment, reuse, recovery, recycling and sound environmental
disposal of EEE

Improve the environmental performance of all those involved during the lifecycle of EEE

Environmental protection is a high priority with Kontron.
Kontron follows the WEEE directive
You are encouraged to return our products for proper disposal.
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1/ Introduction

The QIWI Software Toolkit integrated in our products provides the user with a performance-optimized HTML-5
Chromium browser combined with a web configurator with multiple setting options for user-friendly configuration as
well as sophisticated additional software functions for the specific needs of industrial users.

This system manual describes the software system configuration options of the integrated QIWI software toolkit for
the Web Panel family WP, the Control Panel family CP as well as the Control Unit family CU of Kontron Electronics AG.

The setting options and the menu structure of the system configuration of a device will depend upon the respective
device type, (e.g. Web-Panel or Control Panel), the installed software packages (e.g. type of Web browser, CODESYS)
and the operating system used. This may therefore differ from the scope of the functions described in this manual.

This system manual is a supplement to the respective hardware manual of the device, which describes the hardware,
its installation and safe handling.

NOTICE Changes to improve the product.

We expressly reserve the right to make changes to improve our products.

1.1. Accessing the System Configuration

The system configuration allows a simple configuration of the device. This can be selected either directly locally on
the device in a selection menu during startup or called up via a web browser on an external device that is connected
to the device via Ethernet.

The clear menu structure makes it possible to quickly find the numerous setting options such as network settings,
URL, display, FTP, IP tables, screensaver, web browser settings, CODESYS settings, passwords, diagnostics, etc.

Default IP addresses for panel access (factory setting):
Ethernet 1: 192.168.1.100 (Subnet: 255.255.255.0)
Ethernet 2: 192.168.1.101 (Subnet: 255.255.255.0)

Default passwords (factory setting):

User: root

Password: root
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2/ System configuration

2.1. Header

Figure 1: Header

S8 NET1: 192.168.1.100, 255.255.255.0 B Wed Apr 3 10:47:07 UTC 2019 _
NET2: 192.168.1.101, 255.255.255.0 O 0:00:47:32 SYSTEMCONFIG @ kontron
= WLAN: 192.168.3.213, 2552552550 {00934 2D remets zcess) S&T Group

The header contains the most important information.
Left side:

Network addresses of Ethernet 1(NETT), Ethernet 2 (NET2), WLAN and VPN. A green icon in front of it
symbolizes an active network connection.
Center:

Current system time
Uptime
Image version of the used firmware.
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2.2. Network

The network address can be assigned dynamically (DHCP) or statically (Fixed-IP). It is unique and identifies the device
in the network. The correct setting depends on the network in which the device is integrated.

Figure 2: Network

6NET1: 10.0.1.102 255.255.255.0 BWed Mar 18 09:09:10 UTC 2020 >
$01000358 SYSTEMCONFIG  {y kontron
{01021 0A (remote access) S&T Group
System Ethernet
Hostname
Display
Time Date 40099086
Disks Default Gateway
Fonts Gateway
Access
SystemConfig 10011
Access FTP Using Device
Server otho .
Firewall
(iptables)
OpenVPN LAN
System Info &
Access
Ressource Add
Manitor
Process List etho
Log
Log Persistent Check Internet Connection
Shell
File Manager DHCP Enabled
Package Address
Manager
| Security 10.0.1.102
* Manager Netmask
Boot Script
2552552550
Backup /
Restore DNS Namseservers
Browser 10.0.11
Settings
Log WLAN
Manual Mode
Hardware off v
Software
Reload Apply
Wiki/FAQ
Table 1: Network
Setting Description Default
Hostname Name under which the device is recognized in the network. 4009986
Gateway Gateway setting 192.168.1.254
Using Device Assignment of the gateway setting to an interface. Ethernet 1
Add Assignment of additional IP addresses to an Ethernet interface.
DHCP Enabled Active: Device obtains the IP address from a DHCP server in the Inactive
network.
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Setting Description Default
Inactive: Fixed settings are used.
Check Internet Checks access to the internet.
Connection
Address Fixed IP address Ethernet 1
192.168.1.100
Ethernet 2:
192.168.1.101
Netmask Network Mask 255.255.255.0
DNS Nameserver DNS nameserver setting 192.168.1.12
192.168.1.11
WLAN Mode WLAN Mode for USB WLAN Adapter Ooff
Access Point
Client
Off
WLAN Fixed IP address
AccessPoint
Address
WLAN Network Mask
AccessPoint
Netmask
WLAN Access Local hostapd configuration file on the system
Point (,/etc/hostapd.conf")
(hostapd.conf)
WLAN Access Local dnsmasq configuration file on the system
Point DHCP (,/etc/dnsmasgq.conf")
server
(dnsmasg.conf)
WLAN Client On: Device obtains the IP address from a DHCP server in the Off
DHCP Enabled network.
Off: Fixed settings are used.
WLAN Client Fixed IP address
Address
WLAN Client Network Mask
Netmask
WLAN Client DNS DNS nameserver setting
nameservers
WLAN Client SSID SSID of the AccessPoint
WLAN Client Password of the AccessPoint
Password
Scan Search WLAN Network AccessPoint

www.kontron.com

The settings can be saved with the Apply button and directly applied to the system without rebooting or reloaded
with the Reload button.
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2.3. Display

The display and display settings are made under this menu item.

Figure 3: Display

£ NET1: 192.168.1.100, 265.256.255.0 B Wed Apr 3 11:03:58 UTC 2019
NETZ: 192.168.1.101, 255.255.255.0 & 0:00:112:18 SYSTEMCONFIG @ kontron

{ooga4 2D ramat zcoes) S&T Group

System -
) NOTICE: Changes are nat yet saved.

Metwork

Time Date

Disks

Fonts

Access

SystemConfig Keine ausgewahit

Access FTP A
Server Preview

Display Orientation

BootLogo (Drag a image to this Drop Zone ...}

System Info &
Access

e
resoe % kontron
Process List S&T GI'CIUFI
Log
Log Persistent

Shell ) )
File Manager Backlight brightness

Package .

Manager
Baot Script Touch
Backup / i i
Restore Calibration
Browser Keyboard Layout
Seflings Default |z|
Log
Manual Reload Apply
Hardware
Software
Reboot

Table 2: Display

Setting Description Default
Display Portrait or landscape display. Landscape
Orientation

Bootlogo Picture shown during the booting process. Kontron logo
Backlight The intensity of the backlight when the device is started. Full backlight
Calibration Perform touch calibration.

Keyboard Layout of a connected USB keyboard Default (US)
Layout

The settings can be saved with the Apply button and directly applied to the system without rebooting or reloaded
with the Reload button.
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2.4. Time Date

Under this menu item the system time and the system date can be changed.

Figure 4: Time Date

8 MNETT: 192.168.1.100, 255.255.255.0 Wed Apr 3 11:05:12 UTC 2012
NET2: 192.168.1.101, 255.255.255.0 & 0:00:13:32 SYSTEMCONFIG
{J 00934 20 fremoz accese)

U kontron

S&T Group

System Time Date

Network
Display
Local Time (HH:MM:SS)

Disks 11:05:13

Fonts Local Date (YYYY-MM-OD)
Access
SystemConfig 2019-04-03

Access FTP Timezone
Server

System Info &
Access

System Time Date

(UTC -00:00) UTC

NTP
Ressource

Monitor
NTP Script

Process List
Log o
Log Persisient
Shell

File Managsr

Package
Manager =
Boot Script -
Backup g

15 fudge «127.
Restore 16 # pefining a &
17 restrict default

e clock as fallback
when using ntpd -q -g -x as ntpdate or it will sync to itself
o8
8 stratum 14
1t security setting

Browser

Settings
Log Reload Apply

Manual

Hardware
Software

Reboot

Table 3: Time Date

Setting Description Default

Time System time (from RTC if available) in format RTC (if available) or
(HH:MM:SS) (hours:minutes:seconds) NTP

Date (YYYY- System date (from RTC if available) in format (year-month- RTC (if available) or
MM-DD) day) NTP

Timezone Time zone (with summer/winter time changeover) UTC

NTP Script Local NTP script on the system ("/etc/ntp.conf") Default script

The settings can be saved with the Apply button and directly taken over in the system without rebooting (RTC if

available) or reloaded with the Reload button.
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The disc settings define the behavior of connected discs (e.g. USB stick).

Figure 5: Disks

#5NETH: 10.0.1.102 255 255.255.0 RyWed Mar 18 13:56:42 UTC 2020
90045129 SYSTEMCONFIG (s kontron
301021 0A remote access] S&T Group
System " Disks
Network
Display Automatic Script call on Removable Disks (Directory "init")
Time Date Always o
Fonts Reload Apply
Access
SystemConfig
Access FTP
ChAnenr
Table 4: Disks
Setting Description Default
Automatic Disabled: The disc is automatically mounted in the Always
Script call on /run/media/DISKNAME directory. Scripts are not executed
Removable Only On Boot: The disk is automatically mounted in the
Disks (Directory /run/media/DISKNAME directory and all scripts (file
"init") extension ".sh" and UNIX format) in the /init subdirectory of

the disk are executed while booting the device

Always: The disk is automatically mounted in the
/run/media/DISKNAME directory and all scripts (file
extension ".sh" and UNIX format) in the /init subdirectory of
the disk are executed any time.

The settings can be saved with the Apply button and directly applied to the system without rebooting or reloaded

with the Reload button.
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Allinstalled fonts are listed in the Fonts category. Further fonts can be installed here.

Figure 6: Fonts

=t NET1: 192.168.1.100, 255.255.255.0 B Wed Apr 3 11:07:32 UTC 2019
NETZ2: 192.168.1.101, 265.266 2550 &) 0:00:15:62 SYSTEMCONFIG @ kontron
) 00934 2D {remota acoase) S&T Group
System Fonts -l
Metwork L
® Install Font E
Display
Time Date
) MNew Font (Drag a font to this Drop Zone _..)
Disks
Datei auswahlen | Keine ausgewahlt
ACCess
SystemConfig Upload
Access FTP
Server
System Info & Installed Fonts
ACcess
Ressource Search:
Monitor
Process List
Log FILE * NAME STYLE DELETE
Log Persistent
Shell DejaVuSans-Bold itf DejaVu Sans Baold Delete
File Manager
Package ]
DejaVusSans- ; .
Manager
g . BoldObligue tif DejaVu Sans Bold Oblique Delete
Boot Script
Backup /
Restore DejavuSans-Extralight tf DejaVu Sans,Dejavu Sans Light  ExtraLight Delete
Browser
Settings DejaVuSans-Oblique.tif DejaVu Sans Cblique Delete
Log
Manual DejavuSans tf DejaVu Sans Book Delete
Hardware
Software i i ;
DejavVuSansCondensed- DejaVu Sans,Dejavu Sans
Bold ttf Condensed Condensed Bold Bold Delete
Reboot
DejaVusansCondensed- DejaVu Sans,DejaVu Sans Condensed Bold Oblique, Bold Delete
BoldOblique ttf Condensed Oblique =
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2.7. Access SystemConfig

Here you can set the access and system settings for the system configuration.

Figure 7: Access SystemConfig

& NET1: 192.168.1.100, 265.255.255.0 & Wed Apr 3 11:08:06 UTC 2012 .
MET2: 192.168.1.101, 2552562550 & 0:00:16:26 SYSTEMCONFIG @ kontron
300934 2D remeta acoass) S&T Group
System Access SystemConfig
MNetwork
Display .
Time Date Settings Server
Disks User
Fonts root
Access
SystemConfig Password
Access FTP Password
Server
System Info & Fort
ACCess a0
Ressource
Monitor Reload Apply
Process List
Log
Log Persistent .
Settings Extended Shell Server
Shell
File Manager
Enable
Package (:)
Manager Port
Boot Script 76381
Backup/
Restore Reload Apply
Browser
Settings )
Settings Backup/Restore
Log
Manual FTP Server
fipiikontron_pub.WENZtASI@ftp. kontron.chiwebpanelimages/
Hardware
Software Show all files
t Reload Apply

Table 5: Access SystemConfig

Setting Description Default
User User name root
Password User password root

Port Port 80
Settings Extended Advanced SystemConfiguration's Shell using ttyd Server Enabled
Shell Server Enable

Settings Extended Port of the ttyd server for the extended SystemConfig 7681

Shell Server Port shell.

Settings URL for FTP server of the backup/restore function. Kontron Electronics AG
Backup/Restore FTP Server
FTP Server

Settings Firmware Off: Only the latest image version is listed for the Off

Show all files backup/restore function.
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Setting Description Default

On: All available files are listed for the backup/restore
function.

The settings can be saved with the Apply button and directly applied to the system without rebooting or reloaded
with the Reload button.

2.8. Access FTP Server

With the FTP server on the device any files (e.g. fonts) can be uploaded and downloaded to the device.

Figure 8: Access FTP Server

FENET1: 10.0.1.102 255.255.255.0 BWed Mar 18 14:06-32 UTC 2020
B0:05:01:20 SYSTEMCONFIG ( kontron
{301021 0A ramte scosss) S&T Group
Syst -

ystem Access FTP Server

Network

Display @ ereveo

Time Date User

Disks userftp

Fonts Password

Access R

SystemConfig Fessd

Access FTP Port

Se

Server by .

Firewall

(iptables) Path

OpenVPN I

System Info &

Access Reload Apply

Ressource

Monitor

Table 6: Access FTP Server

Setting Description Default
FTP Enabled FTP server enabled/disabled. enabled
User FTP user name userftp
Password FTP user password userftp
Port FTP port 21
Path FTP root directory /

The settings can be saved with the Apply button and directly applied to the system without rebooting or reloaded
with the Reload button.
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2.9. Printer

A new browser window for the printer configuration is opened under the category Printer.

Figure 9: Printer

CUPS.org eiutll Verwaltung Klassen Hilfe Auftrage Drucker

SYST:em CUPS basiert auf Standards, Open Source Drucksystem entwickelt durch Apple Inc. fur OS X* und andere UNIX*-artige Betriebssysteme

Netwaork
Display CUPS fiir Benutzer CUPS fiir Administratoren CUPS fiir Entwickler
Time Date Uberblick uber CUPS Drucker und Klassen hinzufiigen Einftihrung in die CUPS Programmierung
Disks Befehlszeilen-Druck und Optionen Betriebs-Richtlinie festiegen CUPS API
Fonts Benutzerforum Benutzung von Netzwerk-Druckern Filter und Backend Programmierung
Ac cupsd.conf Referenz HTTP und IPP APIs

CESS

Entwicklerf

SystemCenfig niwickleriorum
Access FTP
Server

Printer (opens
new tab)

Systam Info &
Access
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2.10. Firewall (iptables)

The firewall settings are displayed here.
Figure 10: Firewall (iptables)

=BNET1: 10.0.1 102 255 255 255.0 BWed Mar 18 14:17:54 UTC 2020

90051241 SYSTEMCONFIG (s kontron
{01021 0A fremote aceess) S&T Group

System Firewall (iptables)

Network
Display Enable Routing

Time Date
Rules

Disks 1 iptables -P INPUT ACCEPT

Fonts 2 iptables -P FORWARD ACCEPT
3 iptables -P OUTPUT ACCEPT
Access

SystemConfig

Access FTP
Server

Firewall
(iptables)
QOpenVPN

System Info &
Access

Ressource
Monitor

Process List

Log Reload Apply
Log Persistent

Table 7: Firewall (iptables)

Setting Description Default
Enable Routing Firewall routing enabled/disabled. disabled
Rules table This table contain sets of rules, called chains, that will filter All three filters IPUT,
incoming and outgoing data packets. FORWARD and OUTPUT
will allow the packet to
pass through (ACCEPT)

The settings can be saved with the Apply button and directly applied to the system without rebooting or reloaded
with the Reload button.
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2.11. OpenVPN

The OpenVPN settings are displayed here.

Figure 11: OpenVPN

“ENET1: 10.0.1.102 255 255.255.0 BWed Mar 18 14:44:19 UTC 2020

0:05:39:06
301021 0A

SYSTEMCONFIG

fremate sooess)

( kontron

S&T Group

System

Network
Display
Time Date
Disks
Fonts

Access
SystemConfig

Access FTP
Server

Firewall
(iptables)

OpenVPN

System Info &
Access

Ressource
Monitor

Process List
Log

Log Persistent
Shell

File Manager

Package
Manager

[ Security
- Manager

Boot Script

Backup /
Restore

OpenVPN

Upload external Certificates via FipServer or FileManager
Enabled

openvpn1 conf

Status

Log

Reload Apply

Table 8: OpenVPN

Setting

Description

Default

Enable

Enable OpenVPN .

Off

openvpnl.conf OpenVPN configuration file entries

empty

Status

OpenVPN status information

empty

Log

OpenVPN log information

empty

The settings can be saved with the Apply button and directly applied to the system without rebooting or reloaded
with the Reload button.
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2.12. System Info & Access

The system version information is displayed here. In addition, the system access for the Linux operating system can
be configured here.

Figure 12: System Info & Access

ZENET1: 10.0.1.102 255.255 255.0 BWed Mar 18 14:50:55 UTC 2020

005 45 42 SYSTEMCONFIG (s kontron
1301021 0A (remote acoess) S&T Group
~
System System
1 Network
Display
Time Date System Info
Disks 05
Fonts 05 Linux
Access Kernel-Version: 4.14.172-kontron+g78d697fc93f9
SystemConfig Kemel-Release: #11 SMP Wed Mar 18 07:33:12 UTC 2020
Access FTP
Server Bootloader
Firewall -
(iptables) Version: U-Boot 2017.03_00935_1H+gb7f238275a (Sep 25 2019 - 13:58:23 +0000)
OpenVPN
System Info & cPU
Access Processor: Freescale i MX6 Quad/DualLite (Device Tree)
Ressource Byte Order: Little Endian
Monitor CPU(s): 2
; CPU max MHz: 792.0000
Process List CPU min MHz 396 0000
Log
Log Persistent Memory
S_hell Total Memory: 1017788 kB
File Manager Free Memory: 550704 kB
Package Available Memory: 710304 kB
Manager
I Security
- Manager
Boot Script Device Type
Backup / .
Restore DTB File
Browser -
Settings Apply
Log
Manual
System Password
Hardware
Software User
WIKIFAQ i3
. Password
Linux
Browser
Apply
Reboot

System Diagnose

Execute and
Save
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Table 9: System Info & Access

Setting Description Default
0S Info Operating System Information
Bootloader Info Bootloader Information
CPU Info Processor Information
Memory Info Memory Information
DeviceType Selectable device type
System Password Linux System User Name ("root") root
User
System Password Linux System User Password root
Password
System Diagnose Performs a system diagnosis and makes it available
for download

The settings can be saved with the Apply button and directly applied to the system without rebooting or reloaded
with the Reload button.
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2.13. Resources Monitor

The current states of the hardware resources are displayed here.

Figure 13: Resources Monitor

BBNET1: 1001102 255 255 2550

B\Wed Mar 18 09:23:05 UTC 2020

$0:00:1752 SYSTEMCONFIG (s kontron
{:}01 021 0A {remote access) S&T CGroup
F_irewaH -
(iptables) Ressource Monitor
OpenVPN
System Info & Disk Info
Access

Local Disk: 639MB / 749MB (93%)

H

Process List mmcblk1p1: 395MB / 511MB (78%)
..

Log H

Log Persistent
Full Disk Info
Shel @

File Manager

Package Refresh
Manager

[ Security
' Manager CPU Load

Boot Script

Backup / 100
Restore

Browser

Settings
Log

Manual eth0 load

Hardware
Software 10

KByteis
&

Wiki/FAQ

Linux
Browser

Table 10: Resources Monitor

Memory Load

CPUD CPU1

CPU Temperature

RX TX Actual

Memory

Passive Point [ Critical Point

Setting Description

Disk Info Information on all discs in the system

Full Disk Info Extended information on all discs in the system
Refresh Updating the Disk Info Display

CPU Load Processor load

Memory Load Memory Utilization

ethO Load Ethernet 1 Utilization

eth1 Load Ethernet 2 Utilization

CPU Temperature CPU temperature curve
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The detailed information about the running processes is displayed here.

Figure 14: Process List

=6 NET1: 192.168.1.100, 255.255.255.0 B Wed Apr 3 11:13:52 UTC 2019
NET2: 192.168.1.101, 255.255.255.0 & 0:00:22:12 SYSTEMCONFIG @ kontron
300934 2D remote accass) S&T Group
System Process List T
MWetwork
Display Mem : 1017724 total, 701836 free, 106380 used, 209068 bufiicache
Time Date %Cpu(s): 2.1us. 10.8 sy, 0.0, 86.7id, 0.1 wa, 0.0 hi, 0.3si, 0.0st
Disks =
Fonts Search:
Access
SystemConfig
Access FTP PID + USER PR NI VIRT RES SHR 5 2%WCPU %MEM TIME+ COMMAND
Server 1 fipuser 20 0 1724 588 532 s 00 0.1 0:03.15 initinit b
System Info &
Access 2 fpuser 20 0 O 0 ) s 00 0.0 c0001 Rt
Ressource
Monitor .
. kworker/D:+
4 fipuser 1} -20 1] 1] 0 I 0.0 0.0 0:00.00 [ommer s o
Log
. MM_percpu_+
Log Persistent 6 fipuser 1} -20 1] 1] i} | 0.0 0.0 0:00.00 mm_percpu_+
Shell )
. ksoftirgd/D
File Manager T fipuser 20 1] 1] 1] o 5 0.0 0.0 0:00.59 keoftirgd/
Package rcu_sched
Manager 3 fipuser 20 1] 1] 1] 0 I 0.0 0.0 0:01.77 reu_sched
Boot Script -
Backup / 9 fipuser 20 1] 1] 1] o | 0.0 0.0 0:00.00 rcu_bh reu_bh
Restore migration/0
Browser 10 fipuser rt 1] 1] 1] i} 3 0.0 0.0 0:00.11 migration/0
. . cpuhp/0
Settings 1 fipuser 20 0 0 0 ] s 00 0.0 00000 Cnn
Log
. cpuhp1
12 fipuser 20 1] 1] 1] i} 3 0.0 0.0 0:00.00
Manual P cpuhp/1
Hardware . migration/1
I, 13 fipuser rt 1] 1] 1] i} 5 0.0 0.0 0:00.10 migration/1
oftware
. ksoftirgd/1
14 fipuser 20 1] 1] 1] i} 3 0.0 0.0 0:00.36 ksoftirga/d
Reboot
. kworker/1:+
16 fipuser o -20 1] 1] i} | 0.0 0.0 0:00.00 leworker/1-+
. kdevitmpfs
17 fipuser 20 1] 1] 1] 1} b 0.0 0.0 0:00.01 Kdevimps
. 0OM_reaper
19 fipuser 20 1] 1] 1] o ] 0.0 0.0 0:00.00 oom_reaper il

Table 11: Process List

Setting Description

Mem: Current memory utilization
CPU Current CPU load

Table Process list:

PID: Process-I1D

USER: User who started the process.
PR: Priority scheduling

NI: Nice

VIRT: VIRT: virtual - all code, data and shared libraries plus pages in swap and

pages that are planned but not yet used

RES: reserved - the non-"swap "ed physical RAM reserved
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Setting Description

SHR: shared - memory (also swap)

that could be shared with other processes.

S: uninterruptible sleep, R = running, S = sleeping, T = with “"trace”
troubleshooting or stopped, Z = zombie)

%CPU: Percentage of elapsed CPU time used by the process.

%MEM: Memory - used part of available physical memory

TIME+: CPU time used by the process (the + stands for hundredths of a second)
COMMAND: Process Name with Arguments

2.15. Log

The current log information is displayed here.

Figure 15: Log

& NET1: 192.168.1.100, 255.255.255.0 & Wed Apr 3 11:14:283 UTC 2019
NETZ: 192.168.1.101, 265.256.255.0 & 0:00:22:48 SYSTEMCONFIG @ kontron
(300034 2D remota acoses) S&T Group
System i
v Message Log List T
Network \i
Display Reload
Time Date
Search:
Disks
Fonts
Access TIMESTAMP USER MESSAGE
SystemConfig
Access FTP Apr310:51:55 40099086 syslog.info syslogd started: BusyBox v1.24.1
Server
System Info & Apr310:51:55 40093086 daemon.info ntpd[622]: Listen and drop on 0 vBwildcard [:]:123
Access Apr3 10c51:55 40099085 daemon.info ntpd[622]: Listen and drop on 1 vdwildcard 0.0.0.0:123
Ressource
Meonitar Apr3 10c51:55 40099086 usernotice kemel: klogd started: BusyBox v1.24.1 (2019-02-13 15:20:25 UTC)
Process List Apr310:51:55 40099086  userinfo kernel: Booting Linux on physical CPU 0x0
. e user.notice kemnel: Linux version 4.14.104-kontron+g30921fc (oe-user@oe-host) (gec
Log Persistent Apr3 105155 40099088\ rion 7.2.0 (GCC)) 14 SMP Tue Mar 26 10:08:05 UTC 2019
Shell
) = user.info kernel: CPU: ARMvY Processor [412fc09a] revision 10 (ARMWT),
File Manager Apr3 10c51:55 40099086 cr-10c5387d
Package i - A )
Manager Apr3 1005165 40099086 Lcjzsrr{:anfo kernel: CPU: PIPT / VIPT nonaliasing data cache, VIPT aliasing instruction
Boot Script
Backup / Apr310:51:585 40099086 userinfo kernel: OF: fdt: Machine model: 11362 Board
Restore
Apr310:51:55 40099086 userinfo kernel: Memory policy: Data cache writealloc
Browser
Apr310:51:55 40099088 userinfo kernel: cma: Reserved 64 MIB at Ox4c000000
Settings
L g Apr310:51:55 40093086 userdebug kernel: On node O totalpages: 262144
og
Manual Apr3 10:51:55 40099086 g sﬁefg%ggug kernel: free_area_init_node: node 0, pgdat cOfGf800, node_mem_map
Hardware Apr310:51:55 40093086 userdebug kernel: Normal zone: 1536 pages used for memmap
Software Apr3 10:51:55 40099086 user.debug kernel: Normal zone: D pages reserved
Apr310:51:55 40093086 userdebug kernel: Normal zone: 196608 pages, LIFO batch:31
Apr3 10:51:565 40099086 userdebug kernel: HighMem zone: 65536 pages, LIFO batch:15
Apr3 105155 40099036 user.info kernel: percpu: Embedded 16 pages/cpu @ef7b3000 536328 r2192 d21016
o uB5536
Apr310:51:65 40099086 userdebug kernel: pcpu-alloc: 36328 r3192 d21016 u65536 alloc=16"4096
Apr310:51:55 40099086 userdebug kernel: pepu-alloc: [0] 0 [0] 1 i
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This menu item is used to configure the settings for "Persistent Logging" to a disc.

Figure 16: Log Persistent

8 NET1: 192.168.1.100, 255.255.255.0
MET2: 192.168.1.101, 255.255.255.0

B wed Apr 3 11:15:57 UTC 2019
& 0:00:24:17
300934 2D

(remiotz aco2es)

SYSTEMCONFIG

U kontron

S&T Group

System

Netwaork
Display
Time Date
Disks im

(:) Enable

Log Cycle

Fants Destination Path
ACCESS
SystemConfig

Access FTP
Server

System Info &
ALCESS

Irunfmedialsda/
Additional Script

Ressource
Monitor

Process List
Log

Shell

File Managar

Package
Wanager

Boot Script
Backup /! .
Restore Files

Browser File
Seftings Delete Log-
Log Files

Manual Reload

Hardware
Software

Reboot

§ ) NOTICE: Changes ar= nat yet saved.

Download

Apply

Table 12: Log Persistent

Setting

Description

Default

Enable

Activate/deactivate persistent logging

Off

Log Cycle

Cycle Time in which the log files are stored and the
"Additional Script" is called.

1Minute

Destination Path

Target directory of the log files.

The log files are stored zipped with the name of the
boot date.

/run/media/sda/ (USB
Stick)

Additional Script

Linux script content which is called cyclically.

Files

Available log files in the target directory are listed and
can be downloaded.

Delete Log-Files

Delete available log files in target directory.

The settings can be saved with the Apply button and directly applied to the system without rebooting or reloaded

with the Reload button.
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2.17. Shell

This menu item provides a simple command Console. Commands, which are needed for a constant communication,
are not supported (e.g. nano, ps, etc.). If the return of the command is not available within 10s, the command will be
aborted.

Figure 17: Shell

&% NET1: 192 166.1.100, 2562662550 @ Wed May 1 13:48:01 UTC 2019 !
NET2: 192.168.1.101, 255.255.255.0  ©0:01:05:38 SYSTEMCONFIG @ kontron
£300937 OF fremate S&T Group

System

Network
Display
Time Date
Disks.
Fants

Access
SystemConfig

Access FTP
Server

Printer (opens
new tab)

System Info &
Access

Ressource
Moniter

Process List
Leg

Log Persistent
File Manager

Package
Manager

Boot Script
Backup /
Restore

Browser

Settings
Leg
CODESYS

Application
Files
Log Setftings
Log Files
CODESYS Web
Server

Manual

Hardware
Software

Reboot
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A simple File Manager is available under this menu item.

The following functions are available (Download, Upload, Create Directory, Copy, Delete, Search, File Editor, File

Preview).

Figure 18: File Manager

#E NET1: 192.168.1.100, 2552562550 @ Wed Apr3 111913 UTC 2019
NET2: 192.168.1.101,255.265.255.0 & 0:00:27-34 SYSTEMCONFIG @ kontron
{00934 2D remate acosss) S&T Group
System
Home
Netwark -
Display
Disks i ) . i
Name Size Maodified Permissions Actions
Fonts
Access bin —  Apr3 2019 512 AM ftpuser: read-+write+exec wozizz [ copy i
SystemConfig
boot —  Apr3, 2019511 AM ftpuser: read-+write+exec wozizz [ copy
Access FTP
Server cache - Apr3, 2019 8:23 AM fipuser: read+write+exec wozizz [ copy
System Info &
Access dev - Apr3, 2019 1251 PM fipuser: read+write+exzc wozizz [[copy
Resgource efc - Apr3, 2019 1251 PM fipuser: read+write+exzc = [ copy
Monitor
Process List home - Apr3, 2019 813 AM fipuser: read+write+exzc wozizz [[copy
Log lib —  Mar26, 2018 11:10 AM ftpusar: read-+write+exec wozzz 0 copy
Log Persistent
Jocal - Apr3, 2019 0:29 AM ftpuser: read-rwrite+exec 3 dalete |E] copy
Shell
File Manager media —  Mar22, 2019 2:08 FM fipuser: read+write+exec wozze [0 copy
Package mnt —  Apr3, 2019 11:58 AM fipuser: read-vuriteseee wazizz [0 copy
Manager
Boot Script opt - Apr3, 2019 8:11 AM ftpuser: read-+write+exec # dalzie |E] copy
Backup / ki —  Apr3, 2019 11:50 AM fipuser: read-vuriteseee wazizz [0 copy
Restore
proc - Jan 1, 1070 1:00 AM fipuzar: read+write+exsc i ozlEE |E] copy
Browser
run - Apr3, 2019 12:51 PM ftpuser: read-+write+exec 3 gslze |E] copy
Seftings
Log shin —  Apr3 2019 512 AM fipuzer: read+write+eec wozzz [0 copy
] - Apr3, 2019 12:51 PM fipuser: read-+write+exec stoziztz [ copy
Manual v o
tmp - Apr3, 2119 115 PM fipuser: read-+write+exec sdzizz [ copy
Hardware
Software usr - Feb 13, 2010 4:38 PM fipuser: read-+write+exec sdzizz [ copy
var - Mar 21, 2010 2:42 AM fipuzar: read+write+exsc 3 dzlztz |E] copy
_ Wl - Feb 13, 2010 4:12 PM fipuzar: read+write+exes FREEE |E] copy
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2.19. Package Manager

A simple Package Manager is available under this menu item. Installed and available Linux packages are listed (active
Internet connection required), which can be installed or uninstalled.

Figure 19: Package Manager
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2.20. Security Manager

This menu item is used to check the security of the active system.

Figure 20: Security Manager
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Table 13: Security Manager

Setting Description Default
Table Shows Module Security States (critical, warning, okay)
with additional information.
Diagnose Starts the Security Diagnose.
List Open Ports Shows a list with all opened Ports on the active
System.
List Enabled Users Shows a list with all active system users root, userftp
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Under this menu item, a shell script is automatically executed when booting from the OS if it is activated. The content

of the shell script is created in the Script Editor.

Figure 21: Boot Script
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2.22. Backup/Restore

Under this menu item, you can back up or restore the settings of the system and the application or the entire system.

Figure 22: Backup/Restore
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With the function "Export personal data and configuration” the application and/or system settings are copied to an
external data carrier (e.g. USB stick) or downloaded to a connected browser client. A script is also created and saved
on the data carrier. This script is executed automatically when the data carrier is connected to another device and the
settings are imported into that device.

Table 14: Export Personal Data and Configuration

Setting Description Default
Export Browser Export the browser settings to an external disc. On
Settings

Export CODESYS Export the CODESYS settings and applications to an On
Settings external disc.

Export Fonts Export the installed fonts to an external disc. On
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Setting Description Default
Export System Export the system settings (LAN, display, disk...) to an On
Settings external disk.

Export SRAM/Retain Export SRAM/Retain data to an external disc. On
Data

Export System Users Export system users to an external disk. On

and Passwords

Destination Drive Target disc for export: A selection will be specified as

Export soon as an external disc is available (e.g. USB stick).

With the "Backup Device" function, the entire system is stored on a USB stick or SD card. To complete this procedure,
the device must be restarted.

The created backup disk can be used for the recovery of other devices.

The stored data on the external disk can be archived with the Win32 Disk Imager Tool for Windows.

An Internet connection is required for this function.

If no Internet connection is available, a guide for a manual operation will be displayed.

Table 15: Backup Device

Setting Description Default
Backup Device Start the Backup Wizard.

Download Backup Download the backup firmware for possible archiving.

Tool

The "Image Update" function restores the entire system. In addition a USB stick or SD card is used. In order to
complete this process, the device must be restarted.

An Internet connection is required for this function if no FTP server has been set in the local network under the menu
item "Access System Config".

If no Internet connection is available, instructions for a manual procedure are displayed.

Table 16: Image Update

Setting Description Default

Server Images List of all files on the server. Off
Is only displayed if "Show all files" is set under menu
item "Access System Config".

Update Image Start the Update Wizard.

Download Image Download the firmware for possible archiving.

See also chapter 4/ System-Backup/-Restore (Live System) for advanced backup/restore functions.
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2.23. Browser Settings

Under this menu item, various properties of the HTML-5 Chromium browser integrated in the QIWI Toolkit can be
configured, such as the start URL, the appearance and behavior of the browser as well as keyboard and language

settings.

Figure 23: Browser Settings
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NET2: 192.168.1.101, 255.255.255.0 & 0:00:39:23 SYSTEMCONFIG @ kontron
{Jo0ga4 20 [m——— SATGroup
System Browser
Network
Display ‘:) Enable
Time Date Initial URL
Disks http:/fuserpass@122.1638.1.52:3100
Fonis
Access ‘:) Kiosk Made (FullScreen)
SystemConfig Clear Http Cache on Startup
Access FTP
Server O Uss RAM Disk for Hitp Cache
System Info &
Access O Permanent Retry on Failed Loading Pages
Ressource Hide mouse cursor
Monitor
Process List O Show Loading lcon
L
od . Context Menu Enabled
Log Persistent
Shell O lgnore Certificate Error
File Manager O
Accelerated 2D Canvas
Package
Manager Allow Running Insecure Content
Boot Script
Multiwindow Gestures Enabled (Back, Forward, Tab\View)
Backup /
Restore Q Window Touch-Screen Zoom Gestures
Browser ‘Watchdog (Reset Device if Browser crashes)
m Remaote Profiling and Debugging Port (Keep empty or 0 to disable)
Log i}
Manual Start delay (=)
Hardware 0
Sofiware Virtual Keyboard +
Reboot Directories +
Local SystemConfig +
ScreenSaver +
POF +
Style +
Reload Apply
Table 17: General Browser Settings
Setting Description Default
Enable Start browser when booting.
Initial URL Start URL which is loaded automatically after booting.
Kiosk Mode Active: Browser is displayed Full Screen: Off
Inactive: Navigation list and menus are displayed.
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Setting Description Default
Clear http Cache on On: http cache is cleared when booting. On
Startup Off: http cache is retained.
Use RAM Disk for http On: http cache is located in a RAM disk, so web pages On
Cache can be loaded faster.
Off: http cache is located on the flash.
Permanent Retry on On: If the web page is not accessible, the system Off
Failed Loading Pages automatically tries to reload it after 4 seconds.
Off: No repeated loading of the website. This function
is only available in KioskMode.
Hide Mouse Cursor On: Permanent hiding of the mouse pointer. Off
Off: Mouse pointer can be displayed e.g. on a USB
mouse.
Show Loading Icon On: Load icon (e.g. hourglass) is displayed while the On
browser is loading.
Context Menu Enabled On: Context Menu switched on Off
Off: Context Menu switched off.
Ilgnore Certificate On: No warning for certificate errors. On
Error Off: Awarning is issued for certificate errors and must
be accepted or ignored.
Accelerated 2D On: GPU support enabled for HTML5 canvas graphics. On
Canvas Off: GPU support disabled for HTML5 canvas graphics.
If graphics are not displayed correctly in the browser,
this function must be deactivated.
If the CODESYS WebVisu is displayed, this option must
be deactivated.
Allow Running On: HTTPS pages allow the execution of JavaScript, Off
Insecure CSS, plugins or web sockets from an http URL.
Content Off: For HTTPS pages, the execution of JavaScript, CSS,
plugins, or Web sockets is blocked by an http URL.
Multiwindow Gestures Additional navigation gestures: Disabled
Enabled Back: Move inwards from the left edge of the screen.
Forward: Move inwards from the right edge of the
screen.
Overview of all open windows: Move inwards from the
bottom of the screen.
Disabled: MultiWindow gestures deactivated.
Back,Forward, TabView: All MultiWindow gestures
activated.
Back/Forward: Back and Forward MultiWindow
gestures activated.
TabView: TabView MultiWindow gestures activated.
Window Touch- On: Zooming of the browser activated by gesture. On
Screen Zoom Features Off: Zooming of the browser via gesture deactivated.
Watchdog On: Browser is monitored. In the event of a crash, the Off
device is restarted.
Off: Browser monitoring deactivated.
Remote Profiling and Remote debugging allows you to debug and analyze 0

Debugging Port

the loaded Web page on the device online via a
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Setting Description Default
computer or mobile device that uses Chrome as its
browser. For this the Chrome Browser is used as
remote peer with the URL <IP of the
device>:<Debugging Port>

Start delay Start delay of WebBrowser when booting in seconds 0

Table 18: Virtual Keyboard Settings

Setting Description Default

Enabled Active: Virtual keyboard is displayed at input fields. Active
Inactive: Virtual keyboard deactivated.

Language Start language setting for the virtual keyboard. English (Great Britain)

Selectable Language

Selectable languages in the virtual keyboard.

Style Virtual Keyboard Style (default, classic) default
Locale Save By User Active: If the user changes the language setting of the Off
Enabled Virtual Keyboard, it will be saved as the new start
language.
Inactive: User changes to the virtual keyboard are not
saved.
VirtualKeyboard Width Size of the virtual keyboard, based on the set width. 0
in Pixel O=Total width of the screen.
Table 19: Directories Settings
Setting Description Default
List Removable Disks Active: All mounted and removable disk are as a list Off
(Download) available.
Inactive: Fix Download Directory entry will be used
Fix Download Directory where a download of a file should be stored
Directory (e.g. USB stick: /run/media/sda). If this value is empty,
the function is deactivated.
List Removable Disks Active: All mounted and removable disk are as a list Ooff
(Upload) available.
Inactive: Fix Upload Directory entry will be used
Fix Upload Directory Upload directory for files (e.g. USB stick:
/run/media/sda). If this value is empty, the function is
deactivated.
Table 20: Local SystemConfig Settings
Setting Description Default
Window Delay Time how long the system configuration is shown on 10

the local device display at startup. If this value is 0, the
function is deactivated.

Autologin

Active: Automatic logon to the system configuration
server. (logon for external access)

Inactive: User must enter the user password for the
system configuration.

www.kontron.com

// 40


http://www.kontron.com/

System Manual with QIWI Toolkit for Web-, Control-Panel & Control-Unit Products - Rev. 0.C

Setting Description Default
User User name for system configuration login. root
Password User Password for system configuration login. root
Table 21: ScreenSaver Settings

Setting Description Default
Delay ScreenSaver will be displayed after this time without 0

user interaction. If this value is 0, the function is

deactivated.
Reduces Backlight If ScreenSaver is active, the backlight is dimmed. Value 0
Brightness in percent.
ScreenSaver Type Image:

ScreenSaver represents a static image.

HTML:

ScreenSaver displays an HTML page.
Logo Image which is displayed at ScreenSaver.
HTML Logo HTML page which is displayed at ScreenSaver.

Table 22: PDF Settings

Setting

Description

Default

Viewer

OpeninNewWindow: PDF is displayed in a new browser
window.
Download: PDF will be downloaded as a file.

OpeninNewWindow

Table 23: Style Settings

Setting Description Default
ApplogoText Background text in browser. 0Ot WebBrowser
Applogo Background image in browser.
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2.24. Browser Log
Under this menu item the browser log information of the QIWI Toolkit can be viewed.

Figure 24: Browser-Log
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2.25. CODESYS Applications

This menu item is used to configure the settings for the behavior of the CODESYS applications. This menu entry is only
available for devices with CODESYS.

Figure 25: CODESYS Applications
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Table 24: CODESYS Applications

Setting Description Default
Exception Hardware Each hardware exception will result in a stop of all Off
GlobalStop applications.

Bootproject If the check of the retain variables failed, the boot Off
RetainMissmatch Exception application is stopped and an exception is triggered.

Bootproject If the check of the retain variables failed, the retain On
RetainMissmatch Init variables are reinitialized.

The settings can be saved with the Apply button or discarded with the Reload button.

When changing the settings, a restart of the device is necessary.
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2.26. CODESYS Files

This menu item is used to configure the settings for the storage locations of the CODESYS files. This menu entry is
only available for devices with CODESYS.

Figure 26: CODESYS Applications
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Table 25: CODESYS Files

Setting Description Default
PlcLogic Storage location of the CODESYS main /opt/codesys/Plclogic

directory.
Alarm Storage location of the CODESYS alarm files /opt/codesys/PlclLogic/alarme
Trend Storage location of the CODESYS Trend files. /opt/codesys/PlclLogic/trend
CNC Location of the CODESYS CNC files. /opt/codesys/Plclogic/cnc
Persistence Location of the CODESYS persistent files. /opt/codesys/PlclLogic/persistence
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Setting Description Default
Backup Location of the CODESYS backup files.

The settings can be saved with the Apply button or discarded with the Reload button.

When changing the settings, a restart of the device is necessary.

2.27. CODESYS Log Settings

The settings for CODESYS logging are made here. This menu entry is only available for devices with CODESYS.

Figure 27: CODESYS Log Settings
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Table 26: CODESYS Log Settings
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Setting Description Default
Filter Filtering of stored entries. Default
Enable File Logging Storage in files on the Device. On
Max Entries Maximum number of entries per file. 1000
Max Files Maximum number of created files. If the 3
maximum number of files exists, the oldest file
is overwritten.
Enable SyslLog Send the log entries to a SyslLog server. Off
Logging
Syslog Port Port of the SyslLog Server 514
Syslog IP Address IP of the SyslLog Server 127.0.0.1

The settings can be saved with the Apply button or discarded with the Reload button.

When changing the settings, a restart of the device is necessary.
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2.28. CODESYS Log Info

This menu item displays the contents of the CODESYS log files. This menu entry is only available for devices with

CODESYS.

Figure 28: CODESYS Log Info
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No data available in table

Showing 0 to 0 of 0 entries

Table 27: CODESYS Log Info

Setting

Description

Version

CODESYS Runtime Version on the Device.

Applications

Active CODESYS application information on the Device.

Log List

Output of the CODESYS log files.

Delete Log Files

Deletion of the CODESYS log files on the Device.

The content of this window is updated cyclically.
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isu

Under this menu item the settings for the web server of CODESYS are made. This menu entry is only available for

devices with CODESYS.

Figure 29: CODESYS WebVisu
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Table 28: CODESYS WebVisu

Setting Description Default
FileUploadDirectory Location of the CODESYS Visu files. If this entry is

empty, the visu directory in the PlcLogic directory

is used.
WebServerPortNr Http Port of the WebServer 8080
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Setting Description Default
WebServerSecurePortNr Https Port of the WebServer 514
ConnectionType Used WebServer connection for clients: HTTP_ONLY

HTTP_ONLY: only http connections are supported.
HTTPS_ONLY: only https connections are
supported.

HTTP_AND_HTTPS: http and https connections
are supported.

REDIRECT_HTTP_TO_HTTPS: http requests are
redirected to https.

If https is used, the CODESYS Security Agent can
be used to create a certificate for the web server.

StartupType Startup Behavior of the Web Server STARTUP_ONDEMAND_

AND_NERVER_SHUTDO
WN

The settings can be saved with the Apply button or discarded with the Reload button.

2.30. Manual Hardware

This menu item is used to call up the hardware manual for the current device. If an active Internet connection is
available, the latest version is loaded from our FTP server, otherwise the version on the device.

2.31. Manual Software

This menu item is used to call up this Software System Manual for the current device. If an active Internet connection
is available, the latest version is loaded from our FTP server, otherwise the version on the device.

2.32. Wiki Linux

This menu item is used to call up the online Kontron Linux Wiki for the current device.
https://wiki.kontron-electronics.at:8444/linux/knowledge-base-linux-home-35291468.html

2.33. Wiki Browser

This menu item is used to call up the online Kontron Browser Wiki for the current device.
https://wiki.kontron-electronics.at:8444/chromiumbrowser/knowledge-base-giwi-home-64094413.html

2.34. Wiki CODESYS

This menu item is used to call up the online Kontron CODESYS Wiki for the current device.
https://wiki.kontron-electronics.at:8444/codesysv3/knowledge-base-codesys-v3-home-35291652.html
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3/ System

3.1. System interface

The internal OnBoard debug interface X11is connected to a FDTI USB chip and connects the boot system and Linux
with a console. The interface can be connected with a USB-UART adapter (article no. 45212) and a standard USB-A to
USB-mini cable to a PC. The remote station automatically recognizes the interface as RS232. With a terminal
application, e.g. TeraTerm or Putty, a connection is established with a baud rate of 115200.

3.2. Remote control or configuration of a device via SSH

Remote maintenance or remote control of the device is possible via an SSH connection. The connection is established
with an SSH client application, e.g. TeraTerm or Putty. For this, the network address of the device must be known.

Default IP:

Ethernet 1: 192.168.1.100 (Subnet: 255.255.255.0)
Ethernet 2: 192.168.1.101 (Subnet: 255.255.255.0)

Default Password:

User: root
Password: root

3.3. USB-Keyboard

A USB keyboard support with American layout is integrated without further configuration.

3.4. USB-Mouse

A USB mouse support is integrated without further configuration. The mouse pointer appears on the screen as soon
as a USB mouse is detected and is removed as soon as the UBS mouse is removed.

3.5. Run Linux scripts automatically

Linux scripts can be automatically executed from a USB stick when booting or while the device is running. With this
function, additional files, fonts and Linux packages can be installed or changes to the system can be made.

For this purpose, an "init" directory is created on a USB stick, where all scripts are automatically executed.

The scripts must contain the file extension ".sh" and be saved in UNIX format.

3.6. Configuring the WebBrowser

All WebBrowser settings are located in the file "/opt/qtwebbrowser/settings.ini" on the device. An example
configuration can be requested free of charge from Kontron Electronics AG.

3.7. Installing Fonts
Fonts are stored on the device in the directory "/usr/lib/fonts/ttf/".

A sample configuration can be requested free of charge from Kontron Electronics AG.

3.8. Configuring the network

The network settings are located in the file "/etc/network/interfaces" on the device. An example configuration can be
requested free of charge from Kontron Electronics AG.
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3.9. Memory

3.9.1. USB-Disk/-Stick

For a USB disk or a USB stick, nothing more needs to be configured. When inserting, a subdirectory "sd(X)" is
automatically created in the directory "/run/media/" and deleted when removing.

3.9.2. Flash

The complete root directory "/" except the following subdirectories are contained in the Flash:

/run/media/
/tmp
/var/log

3.9.3. SD Card

No further configuration is required for an SD card. A subdirectory "mmcblk(X)" is automatically created in the
directory "/run/media/" when the card is inserted and deleted again when it is removed.
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4/ System-Backup/-Restore (Live System)

The Backup/Restore function (Live System) allows easy backup and restore of the complete device via USB stick or
SD card. With a backup of the system, the devices can be restored to a defined state or cloned.

More information and menu commands can be found in chapter 2.22 Backup/Restore. The precondition for this is an
existing Internet connection.

If the device has no Internet connection, a system backup/restore (live system) can also be performed manually. In
this case without an Internet connection, you can find the instructions for a manual system backup/restore (live
system) on our Wiki support page under the following link:
https.//wiki.kontron-electronics.at:8444/linux/backup-restore-38142845.htm!

The Live System can also be requested free of charge from Kontron Electronics AG.
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5/ Technical Support

For technical support, please contact our support department at the following email address:

E-mail: support@kontron.ch
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Appendix A: List of Acronyms

Table 29: List of Acronyms

CP Control Panel

Cu Control Unit

HMI Human Machine Interface; Interface
between machine and user

RTC Real Time Clock

Soft-SPS | Programmable logic controller in
Software

WP Web Panel
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Kontron is a global leader in Embedded Computing Technology (ECT). As a part of technology group S&T, Kontron offers a combined
portfolio of secure hardware, middleware and services for Internet of Things (IoT) and Industry 4.0 applications. With its standard
products and tailor-made solutions based on highly reliable state-of-the-art embedded technologies, Kontron provides secure and
innovative applications for a variety of industries. As a result, customers benefit from accelerated time-to-market, reduced total cost
of ownership, product longevity and the best fully integrated applications overall. For more information, please visit:

www.kontron.com
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Your Contact
Kontron Electronics AG

Riedstrasse 1

6343 Rotkreuz
Switzerland

Tel.. +4141799 4799
Fax: +4141799 4798
info@kontron.ch

www.kontron.com

Global Headquarters
Kontron S&T AG

Gutenbergstrafie 2
85737 Ismaning
Germany

Tel.. +49 8214086-0
Fax: +49 821 4086-111
info@kontron.com
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